& \-Stalker

THE WEB SECURITY SPECIALISTS

N-Stalker Security Scanner 2009



®
N-Stalker Security Scanner 2009
= er White Paper

THE

WEB SECURITY SPECIALISTS

N-Stalker Web Application Security Scanner 2009

N-Stalker Web Application Security Scanner 2009 is a sophisticated Web Security

Assessment solution developed by N-Stalker. By incorporating the well-known
"N-Stealth HTTP Security Scanner" and its 39,000 Web Attack Signature database,

along with a patent-pending Component-oriented Web Application Security
Assessment technology, N-Stalker is a "must have" security tool to developers,
system/security administrators, IT auditors and staff.

Why should | adopt N-Stalker as my scanning tool?

What

1) N-Stalker is a security assessment tool designed to crawl and evaluate custom Web
Applications. It does not rely on out-of-box signatures.

2) Our solution is used for either custom or out-of-shelf web applications, including
large financial customers, government agencies, foreign intelligence services and
armed forces.

3) N-Stalker is by far the leader on the number of vulnerabilities scanned. We will
inspect common web application vulnerabilities, including OWASP Top 10, CWE Top
25 (see cwe.mitre.org) and a wide range of issues that affect overall security.

4) N-Stalker is the only tool in the market that will scan for both web server
infrastructure and application layers. Currently there are more than 39,000 web attack
signatures included in our database to identify weakness in your web server and 3rd-
party software components.

5) N-Stalker implements its own patent-pending "Component-oriented Web
Application Security Analysis" technology, an assessment methodology available for
over five years and improving everyday now.

6) You will be relying on a company which is providing technical solutions on Web
Application security business for over nine (9) years now.

N-Stalker can do for me?

Founded upon the patent-pending technology of Component-oriented Web
Application Security Scanning, N-Stalker Web Application Security Scanner allows for
assessment of Web Applications under different perspectives of secure development
life cycle, including:

1.Development Phase: Vulnerabilities introduced in the code
2.Deployment Phase: Vulnerabilities introduced in the infrastructure
3.Production Phase: Vulnerabilities introduced in maintenance

N-Stalker also allows you to create your own assessment policies and requirements,
enabling an effective way to manage your application's SDLC, including the ability to
control information exposure, development flaws, infrastructure issues and real
security vulnerabilities that can be explored by external agents.
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Why N-Stalker and not our competitors?

For the means of a fair comparison, N-Stalker Security Scanner can be divided into
three distinct components:

+-Web crawling engine

N-Stalker 2009 version has the most complete and independent web crawler
engine. We do not rely on "AJAX patterns" and DOM reconstruction, as other
competitors do. N-Stalker is the only solution that has integrated a full JavaScript
engine (the solid, stable and open sourced Mozilla's engine) which allows for
native JS execution and DOM integration. We have scanned AJAX-based web
applications from ground-zero (no clue from the user side) whereas our
competitor will probably ask you to open a browser and show him where to go
from this point on.

-Web attack engine

N-Stalker has a solid and stable scan engine that will look for custom web
application problems such as OWASP Top 10, CWE Top 25, general parameter
tampering, forceful browsing and information exposure. Not only we provide
that, but we also give users the ability to scan Web server infrastructure against a
set of more than 39,000 web attack signatures, after all, we know web
applications can be safe, but what about their server infrastructure?

N-Stalker does: APPLICATION + INFRASTRUCTURE
Competitors will do: APPLICATION

-User's interface

N-Stalker 2009 provides a clean interface and control of user’s scan settings. We
are exposing you a wide set of tools besides the scanner, including Web Proxy,
Web Server Discovery, Password Brute Force, HTTP Load Tester and "GHDB Tool"
(Google Hacking Database Tool) which provides a real-time Google-like search
engine to inspect user’s web application site tree.

Where do | get N-Stalker for Evaluation?
Contact our support at:

support@nstalker.com
+55-11-3675-7093

Download Free version at http://www.nstalker.com/




